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Acknowledgement of Country

We know we are on Aboriginal land. We respect Aboriginal people from this land.

Aboriginal people have lived on this land for many years.

We respect all Aboriginal people and their Elders.

We can learn a lot from their stories.

This land always was and always will be Aboriginal land.



Session Overview

Today, we will cover:
• Understand eSafety.

Learn what eSafety is and why it's important.

• Recognise and Respond to Scams.
Identify six common scams, and
Learn how to stay safe online, including creating strong passwords and reporting 
phishing.

• Access Resources
Discover digital upskilling resources and helpful links for further learning.
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eSafety
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What is eSafety? 
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Types of Scams

Source: NBN Scam Awareness Resources

Remote Access & 
Hacking Scams

Online Shopping 
Scams

Phishing Scams Romance Scams Gift Card Scams

Investment Scams
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Investment Scams

• Scammers try to convince 
you to invest money.

• They say you will get lots 
of money back with no (or 
very low) risks.

• They may even have very 
convincing websites 
showing your 
‘investment’.
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Remote Access & Hacking Scams

• Scammers will call you or 
send you an email to 
contact you. 

• They will ask you to 
download something, 
usually pretending to 'fix' 
your computer. 

• This allows them to access 
your device to steal 
information saved it.
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Online Shopping Scams

• Scammers create 
fake ads or websites 
selling products. 

• They will take your 
money and never 
provide you with 
the product.
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Phishing Scams

• Scammers send fake 
emails from someone like 
the bank or Government.

• They will usually ask you 
to send them personal 
information. 

• Once they have enough 
details, they can pretend 
to be you.
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Romance Scams

• When a scammer takes advantage 
of people looking for love online.

• They often pretend to have 
feelings for you and then ask you 
for money once you trust them.

• If you are using dating apps or 
websites, make sure you confirm 
someone’s identity, in person 
where possible.
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Gift Card Scams

• Scams involve someone convincing 
you to buy gift cards and provide 
them with the details.

• Scammers often pose as legitimate 
businesses, government agencies, 
or even someone you know.

• They might claim that payment via 
gift cards is needed to resolve an 
issue or to help in an emergency.
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Tips to stay safe online
Beware of suspicious phone calls.

Be cautious with texts you receive.

Make your passwords strong.

Be careful on Social Media.

Trust your gut!
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Your Special Word?
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Watch from 0:55 - 3:42



Scam Test! Which one of these do you think is real?
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Scam Test! Which one of these do you think is real?

This is the real message, 
and we can verify in 
other ways! We don’t 
need to click links in SMS
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SMS Scams – More examples!
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Spam text? iPhone

18

On iPhones, you 
can report 
messages as 
spam, and they 
are deleted from 
your phone. 
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Spam text? Android

On Android, click 
‘Report scam’ to:
• Block the number 

from contacting you 
again.

• Move the message to 
your Spam folder.
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Company warnings
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Marketplace 
Scams
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Scam red flags
The Contact
• They will generally contact you first by phone, text or email.
• They often impersonate organisations or businesses to seem 

legitimate.

The Story
• They will have a convincing story to hook you into the 

scam.

The Urgency
• Scammers will pressure you to take action quickly so you 

don’t have time to realise something is wrong.
• They often include fake deadlines or ‘limited time’ offers.
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If you think you’ve been scammed

Contact your bank or the company straight away

Report to Scamwatch online

Call IDCARE on 1800 595 160 if you've given 
a scammer your personal details
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Where to find help to get and 
stay safe online
WA Digital Inclusion Project
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The WA Digital Inclusion Project
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Helpful Links

https://digitalinclusionwa.org.au/learn
https://www.esafety.gov.au/

https://www.scamwatch.gov.au/types-of-scams

https://www.nbnco.com.au/learn/protect-yourself-from-scams
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Session Objectives - Review

• Understand eSafety.
Learn what eSafety is and why it's important.

• Recognise and Respond to Scams. 
Identify six common scams, and 
Learn how to stay safe online, including creating strong passwords and reporting 
phishing.

• Access Resources.
Discover digital upskilling resources and helpful links for further learning.
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Thank you!
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